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Abstract

As a member of the Intelligence Community (IC), the Department of Homeland Security Office of 
Intelligence & Analysis has developed an information technology system called Pantheon.  Pantheon’s 
mission is to enable the Department of Homeland Security (DHS) to share intelligence-based information 
with DHS components and Communities of Interest (COIs) (i.e. Federal, state, local, tribal, territorial, 
private sector, intelligence community, and international partners) by implementing a technology solution 
for responding to requests for information (RFIs) received by I&A.  I&A has conducted this privacy impact 
assessment (PIA) because Pantheon will involve the collection and use of personally identifiable 
information (PII). 

Introduction

DHS’s role within the IC is to facilitate information sharing between DHS components, COIs, and the IC. 
The Office of Intelligence and Analysis (I&A) has developed Pantheon to facilitate this information sharing 
requirement.   

 
 

 

 
 
 
 

Pantheon intelligence information, data, and/or products may potentially contain Personally Identifiable 
Information (PII).   

 
      

 
 

 
 

 In the future, I&A will 
evaluate other automated systems and “backbones” for possible adaptation to support the RFI process. 
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Typical Transaction 
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Use and Handling of Personally Identifiable Information 

Even though I&A cannot know when and how PII will be encountered, DHS and I&A have strict protocols 
as well as IC requirements, which protect any PII associated with an intelligence product.   

 I&A can retain control over how PII is labeled and processed.  This 
arrangement complies with the provisions of Executive Order (EO) 12333, United States Intelligence Activities, as 
amended, Intelligence Community Directives (ICDs) 153, Process for Developing Interpretive Principles and Proposing 
Amendments to Attorney General Guidelines Governing the Collection, Retention, and Dissemination of Information Regarding U.S. 
Persons, 501 Policy on the Use of Dissemination Controls for Intelligence Information, and DHS Management Directive 
8202, Procedures Governing Activities of the Office of Intelligence and Analysis that Affect United States Persons. These 
documents along with DHS implementing procedures, define the varied responsibilities, authorities, and 
limitations within the federal government for the conduct of intelligence activities.  

In many ways these procedures mirror privacy laws, and in most instances, EO 12333 and ICD 153 are 
more restrictive than current privacy laws because they strictly define the boundaries within which IC 

members can acquire, retain, and utilize U.S. person information.1  Moreover, prior to disseminating any 
properly acquired and retained U.S. Person information, I&A personnel must undertake a “minimization” 
process, whereby the U.S. Person information or identity is evaluated in the context of the request and/or 
the intended recipient for determining whether disclosure of that specific identifying information is 
necessary for an understanding of the product. Where such disclosure is not necessary, the identity 
information will be “masked” by replacing it with “a U.S. Person” (“USPER”). When an I&A product includes 
U.S. person identifying information, that information will be properly marked as “a U.S. Person” or “USPER,” 
as appropriate, and the product itself will carry a warning stating that “This document contains U.S. Person 
Information and should be handled in accordance with E.O. 12333”.   

Section 1.0 Information Collected and Maintained 

The following questions are intended to define the scope of the information requested as well as the 
reasons for its collection as part of the system, rule, and/or technology being developed. 

1.1 What information is to be collected? 

 may have PII contained within 

                                                          
1 The definition of a U.S. Person includes a U.S. citizen, an alien known by the intelligence agency to be a permanent 
resident alien, an unincorporated association substantially composed of U.S. citizens or permanent resident aliens, or a 
corporation incorporated in the U.S. (except for a corporation directed and controlled by a foreign government or 
governments) Source: E.O 12333, as amended by E.O. 13284, Part 3; Sec. 3.4, Subsec, (g)(5) (i).
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them, but the PII related to U.S. Person (USPER) information must be submitted in conformance with 
applicable executive orders and laws, including EO 12333 and the Privacy Act.  PII may include name, date 
of birth, aliases, and any other information relevant to intelligence activities.  

1.2 From whom is information collected? 

The information contained in Pantheon may be collected from DHS components and COI partners, 
including the IC.  

1.3 Why is the information being collected? 

The information within the Pantheon is being collected to ensure that appropriate information is 
disseminated to the appropriate agencies in a timely and efficient way and in accordance with the 
Homeland Security Act, the information sharing environment, the Privacy Act, and any other applicable law 
or regulation.  

1.4 How is the information collected? 

 
 
 

 
 

  
  

1.5  What specific legal authorities/arrangements/agreements define the 
collection of information? 

In exercising its responsibility under the Homeland Security Act of 2002, as amended, the National Security 
Act of 1947, as amended, and Executive Order 12333, as amended, I&A is authorized to disseminate, as 
appropriate, information analyzed by the Department within the Department, to other agencies of the 
Federal Government with responsibilities relating to homeland security, and to agencies of State and local 
governments and private sector entities with such responsibilities. In carrying out this responsibility, I&A 
must also consult with the Director of National Intelligence, other appropriate intelligence, law 
enforcement, or other elements of the Federal Government, State and local governments, and the private 
sector, to ensure appropriate exchanges of information. Furthermore, I&A must ensure that any material it 
receives is protected from unauthorized disclosure and that any intelligence information is shared, retained, 
and disseminated consistent with the authority of the Director of National Intelligence to protect 
intelligence sources and methods under the National Security Act of 1947. Finally, it is the responsibility of 
I&A under the Homeland Security Act to coordinate support to the elements and personnel of the 
Department, other agencies of the Federal Government, State and local governments, and the private sector, 
that provide information to the Department, or are consumers of information provided by the Department, 
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in order to facilitate the identification and sharing of information revealed in their ordinary duties and the 
optimal utilization of information received from the Department. The system called Operational Shared 
Space (OSS) will directly support all of these activities. 

Among the legal authorities, arrangements and agreements that define the information collection are: 

The Homeland Security Act of 2002 (P.L. 107-296), as amended, directs DHS to access, receive and 
analyze law enforcement information, intelligence information, and other information from agencies of the 
Federal Government, state and local government agencies (including law enforcement agencies), and 
private sector entities; to integrate such information, in support of the mission responsibilities of the 
Department and the functions of the National Counterterrorism Center, to aid in terrorism-related analysis; 
to consult with the Director of National Intelligence and other appropriate intelligence sources to establish 
priorities and strategies; to appropriately disseminate collected information; to establish the intelligence 
collection, processing, analysis, and dissemination priorities, policies, processes, standards, guidelines, and 
procedures for the intelligence components of the Department, consistent with any directions from the 
President and, as applicable, the Director of National Intelligence; to have such access as the Secretary 
considers necessary to all information, including reports, assessments, analyses, and unevaluated 
intelligence relating to threats of terrorism against the United States and to other areas of responsibility 
assigned by the Secretary, and to all information concerning infrastructure or other vulnerabilities of the 
United States to terrorism, whether or not such information has been analyzed, that may be collected, 
possessed, or prepared by any agency of the Federal Government; to integrate the information and 
standardize the format of the products of the intelligence components of the Department containing 
homeland security information, terrorism information, weapons of mass destruction information, or 
national intelligence (as defined in section 3(5) of the National Security Act of 1947 (50 U.S.C. 401a(5))); 
and to make available, within the Department and to other departments and agencies of the Federal 
Government, as appropriate, information provided by State, local, and tribal governments and the private 
sector, and reviewed and analyzed by the Department.  

Executive Order 13311 U.S. Intelligence Activities delegates authorities for prescribing and 
implementing homeland security and related terrorism information sharing procedures. 

Homeland Security Presidential Directive 7 (HSPD-7) Critical Infrastructure Identification, 
Prioritization, and Protection (2003) orders the Secretary of Homeland Security to establish appropriate 
systems for the sharing of relevant Homeland security information within and among the identified critical 
infrastructure sectors. 

The Intelligence Reform and Terrorism Prevention Act (IRTPA)(P.L. 108-458) grants authority to 
Federal agencies for terrorism information sharing, but preserves the authority of the Department with 
regard to the dissemination of information to state, local and private entities. 
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1.6 Privacy Impact Analysis: Given the amount and type of data being 
collected, discuss what privacy risks were identified and how they were 
mitigated.  

I&A minimizes the amount of PII on Pantheon as required for intelligence products. For intelligence 
products containing PII on USPERS collected and retained in Pantheon, I&A applies internally developed 
procedures which implement the Intelligence Oversight requirements of Executive Order 12333, ICD 153, 
and MD 8202  Prior to the dissemination or external release of that information, I&A employs the process 
of “minimization” to reduce or, whenever possible, eliminate the need to release any PII, thereby reducing 
any privacy risks to these individuals.  Thus, consistent with its obligations as a member of the Intelligence 
Community operating under Executive Order 12333, ICD 153, MD 8202 and in accordance with the 
“Information Handling Guidelines for the Office of Information Analysis” it adopted on Oct. 5, 2005, I&A 
reviews each intelligence product prior to its dissemination to determine whether the release of 
information identifying a USPERS is, when evaluated in the context of the request and/or the intended 
recipient, necessary for an understanding of the product. Where such disclosure is not necessary, the 
identity information will be “masked” by removing and replacing it with “U.S. Person” or  “USPER.” 
Where an I&A product includes USPER identifying information, that information will be properly marked 
or otherwise tagged as “USPER.” Further, the product itself will carry a warning stating that “This 
document contains U.S. Person Information (USPER) and should be handled accordingly,” or words to that 
effect.    

 
 I&A will ensure that any 

information shared or distributed via Pantheon complies with Constitutional, statutory, regulatory, and all 
other policy requirements as appropriate. This will include applicable privacy and civil liberties standards.  

 
 
 

 

Section 2.0 Uses of the System and the Information 

The following questions are intended to delineate clearly the use of information and the accuracy of the 
data being used.   

2.1 Describe all the uses of information. 
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2.2  Does the system analyze data to assist users in identifying previously 
unknown areas of note, concern, or pattern? 

 
 

2.3  How will the information collected from individuals or derived from the 
system be checked for accuracy?

 
 
 
 

 
 
 
 
 

 
   

    

 
 
 

 

2.4 Privacy Impact Analysis: Given the amount and type of information 
collected, describe any types of controls that may be in place to ensure 
that information is used in accordance with the above described uses.  

As explained in the introduction
.  This ensures Pantheon is being used appropriately not only as a system, but also the 

information being exchanged is used appropriately.   
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dissemination of information regarding USPERS as specified in EO 12333, ICD 153, ICD 501, ICD 701, 
DHS PD 002, and MD 8202.  The applicable protections and controls on the treatment and handling of 
personally identifying information is a core principle of intelligence oversight, upon which US Person 
information may be collected, retained, and disseminated by I&A personnel only when: 1) it is relevant for 
the performance of the DHS mission and I&A’s responsibilities therein and 2) it properly falls within one of 
the pre-defined categories of collectability. 

Minimization, as a process, occurs only after the initial and proper application of the principles, above, and 
then only in the event that the information sought by an entity outside I&A would contain USPER 
information if released in response to a proper request. 

 
 

  

 
 
 

   

With these controls in place, the privacy impact in this category is assessed as low. 

Section 3.0 Retention 

The following questions are intended to outline how long information will be retained after the initial 
collection. 

3.1       What is the retention period for the data in the system? 

Data and information determined to be useful and correct is maintained in the system in accordance with 
EO 12333, ICD 153, ICD 501, ICD 701, MD 8202, DHS PD 002, DHS Memorandum, and Intelligence 
Oversight Basics, dated March 27, 2006; and in the Information Handling Guidelines for the Office of 
Information Analysis, dated October 5, 2005 and other governances as appropriate.  This guidance includes 
reviewing U.S. person information placed in the system by DHS on an annual basis to verify if it is still 
needed and, if not, the deletion of such information.   

  This system is intended be used as a research 
resource for I&A and other intelligence agencies.   
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3.2       Has the retention schedule been approved by the National Archives and 
Records Administration (NARA)? 

No.  DHS Records Retention has submitted the schedule to NARA but has not received a final approval 
decision as of the date of this PIA.     

3.3 Privacy Impact Analysis: Given the purpose of retaining the information, 
explain why the information is needed for the indicated period.  

 
 
 
 

  I&A performs annual reviews of U.S. person information and 
deletes the information if it is no longer needed or permissible to retain under applicable information 
handling guidelines and oversight policies.  This helps to mitigate the risk that personally identifiable 
information will be retained longer than needed. 

User account information is needed to maintain user accounts and provide access to authorized individuals. 

Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the Department of Homeland 
Security. 

4.1 With which internal organizations is the information shared? 

Intelligence information, data, and products are shared with DHS components, COIs, the IC, and other 
entities possessing JWICS access.  Specifically, internal DHS components that submit and respond to RFIs 
are: Immigration and Customs Enforcement (ICE), United States Citizenship and Immigration Services 
(USCIS), Customs and Border Protection (CBP), Transportation Security Administration (TSA), and the 
United States Coast Guard (USCG).  

4.2 For each organization, what information is shared and for what purpose? 

RFIs and responses to RFIs are shared with DHS components pursuant to that component’s authority to 
receive the information.  

4.3 How is the information transmitted or disclosed?   
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4.4 Privacy Impact Analysis: Given the internal sharing, discuss what privacy 
risks were identified and how they were mitigated.  

The risk to privacy is that information will be shared with a component that does not have the authority to 
collect the information.  This risk is mitigated by the fact that  

  

Section 5.0 External Sharing and Disclosure

The following questions are intended to define the content, scope, and authority for information sharing 
external to DHS which includes Federal, state and local government, and the private sector. 

5.1 With which external organizations is the information shared? 

I&A will receive and task DHS components and other agencies with RFIs.  I&A will provide the response to 
RFIs back to the requesting agency.    

5.2 What information is shared and for what purpose? 

RFIs and responses to RFIs are shared with agencies outside DHS pursuant to that agency’s authority to 
receive the information.  

5.3 How is the information transmitted or disclosed? 
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5.4 Is a Memorandum of Understanding (MOU), contract, or any agreement in 
place with any external organizations with whom information is shared, and 
does the agreement reflect the scope of the information currently shared? 

Yes.  The MOU is the Memorandum of Understanding between the IC, Federal Law Enforcement and the 
Department of Homeland Security Concerning Information Sharing, paragraph 3, g, (iii). This is the 
Homeland Security information Sharing Agreement between DHS, the AG, and the IC, of March 4, 2003 – 
while limited to terrorism and other defined information, it does provide the proper scope of information 
shared with other entities and for the appropriate purposes. 

5.5 How is the shared information secured by the recipient? 

Information shared is secured in accordance with standard USG, DHS, IC standard policy procedures, 
directives, and memorandums.  

 

5.6 What type of training is required for users from agencies outside DHS prior 
to receiving access to the information? 

   
 
 
 

5.7 Privacy Impact Analysis: Given the external sharing, what privacy risks 
were identified and describe how they were mitigated. 

The risk to privacy is that information will be shared with an agency that does not have the authority to 
collect the information.  This risk is mitigated by the fact that  

to ensure that the requesting agency has the authority to make a request 
and receive the substantive response.    
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Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information collected, the 
right to consent to uses of said information, and the right to decline to provide information.   

6.1 Was notice provided to the individual prior to collection of information?  If 
yes, please provide a copy of the notice as an appendix. (A notice may 
include a posted privacy policy, a Privacy Act notice on forms, or a system 
of records notice published in the Federal Register Notice.) If notice was 
not provided, why not? 

The purpose of Pantheon is to improve the capability of DHS to collect, retain, and disseminate 
information, in order to protect the United States from terrorism and other threats to national security, 
while ensuring its activities are carried out in manner that protects the legal rights, civil liberties, and 
privacy interests of USPERS. EO 12333 provides that agencies within the IC are authorized to collect, retain, 
and disseminate information concerning USPERS only in accordance with procedures established by the 
head of the agency concerned and approved by the Attorney General (AG) (e.g. the Memorandum of 
Understanding between the IC, Federal Law Enforcement and the Department of Homeland Security 
Concerning Information Sharing).   

All DHS components, partners, and COIs maintain some information sharing request capability; however, 
each partner possesses different rules, objectives, sources, methods, and standards. Pantheon faces unique 
challenges responding to RFI’s due to these differences. 

 
 

  

 

 
   

Formal notice of the fact that PII may be resident on I&A applications, such as Pantheon, is provided 
generally through the Homeland Security Operations Center Database System of Records Notice published 
April 18, 2005 at 70 FR 20156.   

For purposes of I&A systems privacy related records, the HSOC SORN will soon be replaced by a new ERS 
System of Records Notice (SORN) that is currently in draft form under the title “DHS Office of Intelligence 
& Analysis (I&A) Enterprise Records System.”  This SORN has not yet been published to the Federal 
Register.   
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6.2 Do individuals have an opportunity and/or right to decline to provide 
information? 

Persons named in intelligence products have no opportunity to decline to provide information.   

 
  

6.3 Do individuals have the right to consent to particular uses of the 
information, and if so, how does the individual exercise the right?

Individuals named in intelligence products are not provided with a means to limit the use of the 
information.   

6.4 Privacy Impact Analysis: Given the notice provided to individuals above, 
describe what privacy risks were identified and how you mitigated them. 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
notification to the extent permitted by subsection (k) of the Privacy Act.  Any residual risks to privacy, 
however low, and which are incapable of being addressed as a result of these applicable exemptions, are 
nevertheless mitigated by I&A’s intelligence oversight framework and obligations there under.  

I&A, as a member of the National Intelligence Community, also conducts its mission in conformance with 
the requirements of Executive Order 12333, as amended, “United States Intelligence Activities, “ dated 
Decenmber4, 1981. Section 2.3 of Executive Order 12333 requires that each agency head within the IC 
establish procedures to govern the collection, retention, and dissemination of information concerning U.S. 
Persons in a manner which protects the privacy and constitutional rights of U.S. Persons. 

Specifically within I&A,  intelligence personnel may acquire information which identifies a particular U.S. 
Person, retain it within or disseminate it form ERS, as appropriate , only when it is determined that the 
personally identifying information is necessary for the conduct of I&A’s functions and otherwise falls into 
one of a limited number of authorized categories, each of which reflects discrete activities for which 
information on individuals would be utilized by the Department in the overall execution of its statutory 
mission.    

Section 7.0 Individual Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the information 
collected about them. 
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7.1 What are the procedures which allow individuals to gain access to their 
own information? 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
access by covered individuals to their own information, to the extent permitted by subsection (k) of the 
Privacy Act. Notwithstanding applicable exemptions to access, DHS reviews all such requests received on a 
case-by-case basis.  Where a request for access to any specific record in Pantheon is made, and compliance 
would not appear to interfere with or adversely affect the national or homeland security of the United 
States or activities related to any investigatory material contained within this system, the applicable 
exemption may be waived. 

Holders of user accounts can update their information within Pantheon. 

7.2 What are the procedures for correcting erroneous information? 

Sometimes erroneous information is published in a finished intelligence product.   
   

   
 

 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
requests for access or amendment by covered individuals to their own information within it, to the extent 
permitted by subsection (k) of the Privacy Act. Notwithstanding applicable exemptions, DHS reviews all 
such requests on a case-by-case basis.  Where such a request is made, and compliance would not appear to 
interfere with or adversely affect the national or homeland security of the United States or activities related 
to any investigatory material contained within this system, the applicable exemption may be waived. 

7.3 How are individuals notified of the procedures for correcting their 
information?   

Formal notice of the fact that privacy identifying information may be resident on I&A applications, such as 
Pantheon, is provided generally through the Homeland Security Operations Center Database System of 
Records Notice published April 18, 2005 at 70 FR 20156.   

For purposes of I&A systems privacy related records, the HSOC SORN will soon be replaced by a new ERS 
System of Records Notice (SORN) that is currently in draft form under the title “DHS Office of Intelligence 
& Analysis (I&A) Enterprise Records System.”  This SORN has not yet been published to the Federal 
Register. 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
notice, access, and amendment by covered individuals to their own information within it, to the extent 
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permitted by subsection (k) of the Privacy Act. Therefore, no formal procedures exist to allow individuals 
to correct their information. Notwithstanding applicable exemptions and the absence of formal procedures, 
DHS will nevertheless review all such requests on a case-by-case basis.   

 
  Users may also contact their local help desk or system 

administrator for assistance in correcting their account information. 

7.4 If no redress is provided, are alternatives available?

Redress is provided on a limited basis where compliance with a request would not impede I&A operations.   

7.5 Privacy Impact Analysis: Given the access and other procedural rights 
provided for in the Privacy Act of 1974, explain the procedural rights that 
are provided and, if access, correction and redress rights are not provided 
please explain why not. 

Notwithstanding DHS’ willingness to receive and address requests in writing for notification, access, and 
amendment by individuals of any non-exempt records in Pantheon which pertain to them, there is no right 
of redress for individuals named in Pantheon records.  Because Pantheon contains classified and sensitive 
unclassified information related to intelligence, counter terrorism, homeland security, and law enforcement 
programs, access, correction, and redress rights are not provided in as much as doing so could interfere 
with or adversely affect the national or homeland security of the United States or sensitive investigatory 
activities.  Nevertheless, DHS attempts to provide as much redress as possible by reviewing such requests on 
a case by case basis. However, in the intelligence environment redress and access requests are generally not 
granted.   

Users are informed as to the uses of their user account information  
 

Section 8.0 Technical Access and Security  

The following questions are intended to describe technical safeguards and security measures. 

8.1 Which user group(s) will have access to the system? 
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�  
 

 

8.2 Will contractors to DHS have access to the system? If so, please submit a 
copy of the contract describing their role to the Privacy Office with this PIA.  

DHS I&A contractors will have access to the system  

Contracts contain proprietary information and are available to authorized personnel via the Office of 
Procurement Operations. 

8.3 Does the system use “roles” to assign privileges to users of the system? 

8.4 What procedures are in place to determine which users may access the 
system and are they documented? 

 
   

8.5 How are the actual assignments of roles and rules verified according to 
established security and auditing procedures? 

 
 

8.6 What auditing measures and technical safeguards are in place to prevent 
misuse of data? 

 

   

8.7 Describe what privacy training is provided to users either generally or 
specifically relevant to the functionality of the program or system?  

Pantheon users receive annual Intelligence Oversight and security training.  Intelligence Oversight training 
includes specific instruction pertaining to the handling of personally identifiable information and USPER 
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data. Upon gaining their system accounts, system specific training is available to users by appointment by 
calling the I&A Help Desk.   

8.8 Is the data secured in accordance with FISMA requirements?  If yes, when 
was Certification & Accreditation last completed?  

Yes.  Pantheon was designed to meet FISMA requirements and the associated security requirements. 
Pantheon is currently going through the security Certification and Accreditation process and has obtained 
an Interim Authority to Test (IATT).  The IATT is required prior to allowing the servers to be connected to 
a TS/SCI network.  Now that the IATT has been issued, Pantheon can complete the Security Test and 
Evaluation (ST&E) plan required for a full Approval to Operate (ATO). 

  
 

  

8.9 Privacy Impact Analysis: Given access and security controls, what privacy 
risks were identified and describe how they were mitigated. 

The security controls in place provide adequate protection of privacy.  
 Information communicated over I&A 

information technology may be classified.  For these reasons, user privileges, user access, and information 
security were primary interests in the development of Pantheon.  Any privacy risks for this category have 
been significantly mitigated.    

Section 9.0 Technology 

The following questions are directed at critically analyzing the selection process for any technologies 
utilized by the system, including system hardware, RFID, biometrics and other technology.   

9.1 Was the system built from the ground up or purchased and installed? 
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9.2 Describe how data integrity, privacy, and security were analyzed as part of 
the decisions made for your system. 

 
 
 

9.3 What design choices were made to enhance privacy?

Privacy enhancements include the following design features: 

 

 
 

 

 
 

� Pantheon is not intended to be a Privacy Act system of records for intelligence information.  
Pantheon limits the retention of intelligence information, data, and products attached to RFI 
Responses in accordance with established DHS policies and procedures.   
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Office of Intelligence & Analysis 
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