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Abstract
The Pathfinder Web (Pathfinder) system is an integrated product owned and operated by the 

Department of Homeland Security (DHS) Office of Intelligence and Analysis (I&A). Pathfinder is an 
integrated text search, retrieval, display, and analytic tool suite used to analyze intelligence community (IC) 
message traffic directed or otherwise addressed to DHS. I&A has conducted this PIA because message traffic 
analyzed in Pathfinder may contain personally identifiable information (PII).   

Overview
I&A Mission and Requirements  

DHS’s role within the IC is to facilitate information sharing and conduct appropriate research and 
analysis to support information sharing between DHS components, Communities of Interest (COIs), and 
the IC. I&A has implemented Pathfinder to facilitate its duties to analyze and research law enforcement, 
intelligence, and other information and to integrate and organize such information in order to identify, 
assess, and understand potential threats, including terrorism, against the United States. 

I&A plans to use Pathfinder to support the research and analytical needs of its analysts.   
 
 
 
 

   
 

 

 
 

 The goal 
of Pathfinder is to provide intelligence analysts with tools designed by analysts for analysts.  

Source Data 

 
  

 
 

  

The Pathfinder architecture was designed to be flexible such that the system will be able to 
accommodate new data sources by simply modifying the routines needed for its data ingestion modules. 
After deploying the tool operationally within I&A, I&A intends to solicit its users and partners for additional 
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candidate data sources. The integration of any additional data sources within Pathfinder will be coordinated 
with the DHS Privacy Office and I&A Security prior to inclusion. 

Pathfinder Architecture  

   
 
 
 
 
 

     

Pathfinder Search Tools 

 
 
 
 

Utilities included within the PF Web application Pathfinder utilize the repository data in order to 
provide useful information to the analysts.  PF web contains five tools that are delivered to the client as Java 
applets:  

 
 
 
 
 
 
 
 

  

  

 

 

  

 

 

  
 

 

                                                                                                                                                                                          
PFORs are used when the subject sensitivity, speed, and sureness of delivery are important considerations. 
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Typical Transaction  
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Security and Information Handling 

Pathfinder is a National Security System operating at the TS/SCI level.  All personnel using the 
system have also been read into the Signals Intelligence (SI) and Talent Keyhole (TK), as well as the HCS 
and Gamma, compartments.   

 
 
 
 
 

  

Because Pathfinder supports intelligence operations and is required to execute on classified 
networks, the physical and IT security standards are quite rigorous.  

 

 

Section 1.0 Characterization of the Information

1.1 What information is collected, used, disseminated, or 
maintained in the system? 

The term “collection” has a specific meaning in the intelligence community; implying a targeted 
tasking where human, technological, or other resources are actively used to collect information of specific 
interest from its originating source.   

 
 
 

The information gathered by I&A Pathfinder is limited in this initial release only to information 
provided to DHS.  
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1.2 What are the sources of the information in the system? 

 
 
 
 
 

, as described in the Introduction and 1.1. 

1.3 Why is the information being collected, used, 
disseminated, or maintained? 

 
  

Specifically, the analysis of intelligence data and message traffic reporting, including, as appropriate, 
personally identifying data, is essential to DHS and the IC in fulfillment of their respective missions to 
protect United States national and homeland security.   

1.4 How is the information collected? 

Pathfinder draws on
 

  

 

 
 

 

1.5  How will the information be checked for accuracy? 

The information acquired by DHS and otherwise included in Pathfinder is accurate 
to the best knowledge and belief of the original reporting officer or author of the intelligence product.  
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, but a more complete description of the 

intelligence and analytic tradecraft involved is beyond the scope of this document.   

 
 

 

1.6 What specific legal authorities, arrangements, and/or 
agreements defined the collection of information?

DHS I&A’s mission and responsibilities, including the authority to collect the information and 
intelligence from AMHS and other sources and incorporate it into Pathfinder, are derived primarily from 
EO 12333, as amended, the National Security Act of 1947, as amended, and the Homeland Security Act of 
2002, as amended.  In the context of these generally applicable authorities, I&A collects information in 
executing its discrete functional responsibilities, which can be understood as falling within the following 
categories: 

(1) Terrorist Threats. Ensuring the specific intelligence and analytical responsibilities found in Title 
II of the Homeland Security Act and involving a nexus to terrorist threats to the Homeland are 
carried out, including, among others, conducting intelligence analysis, facilitating information 
and intelligence sharing, and managing intelligence collection priorities;   

 
(2) Protective and Support Measures. Identifying priorities for protective and support measures by 

the Department, other agencies of the Federal Government, State and local government 
agencies and authorities, the private sector, and other entities, where there exists a nexus 
either to terrorism or other threats to the Homeland. 

 
(3) Departmental Support.  Providing intelligence and information analysis and support to other 

elements of the Department engaged in authorized missions. 
 
(4) As Directed by the Secretary.  Performing such responsibilities as may be directed by the 

Secretary and in furtherance of a Departmental mission derived from statutory, regulatory, or 
other executive authorities. 

 
(5) As Assigned By Law or Regulation. Activities undertaken in furtherance of duties or 

responsibilities specifically assigned to the Under Secretary for I&A, or I&A, by statute or 
regulation. 

 
Unlike most of the IC, I&A’s mission has no requirement for a foreign nexus.  Even purely domestic threats 
to the homeland may be appropriate for its analytic efforts, and therefore appropriately acquired into 
Pathfinder. As is the case with all I&A information “collection,”
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so long as they conform to applicable I&A Intelligence Oversight (IO) and Information Handling 
guidelines. 
 
Prior to utilizing any report or products received or other authorized source, and identified 
through Pathfinder as potentially responsive to an intelligence need, I&A analysts must review any 
identified U.S. Person information for the purpose of assessing its relevance to the I&A mission, and for 
determining whether it fits into one of I&A’s approved “collection” categories.  As I&A personnel undertake 
review of any U.S. Person identifying information they encounter, they may temporarily retain it for up to 
180 days for the purpose of assessing and determining whether that information may be “collected,” and 
thus permanently retained and, where appropriate, disseminated, under applicable IO procedures to 
authorized homeland security partners with a need for such information.  Where a conclusive 
determination is made at, or any time within and up to, the expiration of that 180 day period, that this 
information may not be permanently retained, the identifying information is destroyed immediately.   

 

1.7 Privacy Impact Analysis: Given the amount and type of 
data collected, discuss the privacy risks identified and how 
they were mitigated.  

U.S. Person Information within I&A source systems that Pathfinder searches against have been 
previously assessed for collectability (as defined in relevant law, regulations and protocols as they apply to 
the IC) pursuant to existing DHS authorities and Intelligence Oversight principles as they apply to I&A. 
Moreover, all U.S. Person information contained in final products produced by I&A based upon 
information using Pathfinder must also be minimized pursuant to applicable Intelligence Oversight 
principles, to ensure that only that U.S. Person identifying information which is necessary for the intended 
recipient of the product to understand, assess, or act on the information is provided. Otherwise, the PII 
must be masked or redacted. Thus, the amount of PII actually disclosed in any Pathfinder-facilitated 
intelligence product is the minimum amount of such data consistent with overall mission needs.  

Finally, access to the information in Pathfinder, including PII, is only granted to appropriate DHS 
personne

   
 

 and Intelligence Oversight training is an annual 
requirement for all personnel within and otherwise supporting I&A. Given these circumstances, the risks to 
privacy are considered low. 

Section 2.0 Uses of the Information 

2.1 Describe all the uses of information. 

Information contained in Pathfinder is to be used internally within I&A 
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 There are no other authorized uses for the 
Pathfinder system.  

2.2  What types of tools are used to analyze data and what type 
of data may be produced? 

Pathfinder provides tools  
   

    
 

   
 
 

2.3  If the system uses commercial or publicly available data 
please explain why and how it is used.   

 
 

 
  

2.4 Privacy Impact Analysis: Describe any types of controls 
that may be in place to ensure that information is handled 
in accordance with the above described uses.

I&A personnel are assigned authorized analytical tasks and their performance is monitored by I&A 
branch and division chiefs.  

Individual DHS intelligence professionals responsible for  
 

 are each required to attend annual training in the protection and safeguarding of U.S. 
Persons and privacy related information as part of a mandatory training program on the I&A Information 
Handling Guidelines and I&A policies concerning Intelligence Oversight. 

Finally, Pathfinder is subject to regular security audits.  
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Section 3.0 Retention 

3.1 What information is retained? 

   
    

 

3.2 How long is information retained? 

Information acquired through and otherwise retained within the Pathfinder application is retained 
in accordance with applicable I&A guidelines for records retention, and consistent with other policies or 
guidelines affecting the handling or retention of specific categories of certain information, including U.S. 
Person’s Identifying Information.  

 
 

 Current I&A Intelligence Oversight 
policies and associated I&A Information Handling Guidelines also require regular I&A review (at least 
annually) of any U.S. Person information acquired through Pathfinder to determine if the continued 
retention of that information is appropriate. When the specified period for federal records retention has 
elapsed, that record is removed and destroyed or archived, as appropriate. Where the continued retention 
of particular U.S. Persons identifying information is no longer appropriate, that identifying information is 
removed from the record. DHS Intelligence personnel responsible for creating the record or maintaining 
the information in Pathfinder must complete this required annual Intelligence Oversight review.   

3.3 Has the retention schedule been approved by the 
component records officer and the National Archives and 
Records Administration (NARA)?   

No, however, the DHS Records Retention Office has proposed the following schedule: NARA N1-
563-07-16 Item 9 - Requests for Information (RFI) / Data Calls - Destroy or delete 30 years after the date a 
record was requested.  Once the schedule is approved and established with the DHS Records Officer a 
formal submission to NARA will be made.   
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3.4 Privacy Impact Analysis: Please discuss the risks 
associated with the length of time data is retained and how 
those risks are mitigated. 

Given that I&A, as a discrete organizational element of DHS, has been in existence for only 5 years 
and was preceded by no other precursor agency or element of the Federal government with similar legacy 
functions or responsibilities that have carried over, the relative risks of longer term data retention are 
currently not as significant as they might be for an agency with a longer period of existence. Nevertheless, 
any historical compilation of records containing personally identifying information presents added inherent 
risks to privacy, as both the number of records retained and authorized user access accounts issued 
increases over time. However, the inherent risks posed by increased volume and user access are mitigated 
significantly by the controlled management and oversight of user accounts and the robust information 
security  information handling, and 
Intelligence Oversight framework discussed in previous sections.  

Moreover, given the mission of DHS/I&A in preparing for and countering the threats to national or 
homeland security  

.  An extended period 
of retention is therefore more likely, notwithstanding (though ever mindful of) the potential risks 
associated with privacy, 

 
  For that 

reason, t  
and otherwise to be permitted under law and applicable retention guidelines, for continued 

access by DHS personnel and other authorized users  
 

  

In all cases, however, DHS Intelligence professionals are required to abide by all applicable 
guidelines designed, specifically, to ensure the protection of individual privacy. For example, I&A 
personnel perform annual reviews of and, as appropriate, remove U.S. person identifying information in 
products for which continued retention under applicable information handling and IO guidelines is no 
longer justified or appropriate.  This helps to mitigate the risks both that personally identifiable information 
will be retained any longer than needed, and that information appropriately retained for extended periods 
of time will be accessed and used for only those purposes considered relevant to its original collection and 
necessary for its intended use. 
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Section 4.0 Internal Sharing and Disclosure

4.1 With which internal organization(s) is the information 
shared, what information is shared and for what purpose? 

 

  

 
 
 

so long as they have a need for the information in the performance 
of their official duties, and disclosure is consistent with I&A’s Intelligence Oversight procedures concerning 
the dissemination of U.S. Person information.   

  

4.2 How is the information transmitted or disclosed? 

I&A personnel are authorized access to Pathfinder via the granting of an account.   
 

4.3 Privacy Impact Analysis: Considering the extent of internal 
information sharing, discuss the privacy risks associated 
with the sharing and how they were mitigated. 

The risks to privacy introduced by sharing the data within DHS are low.  This is intelligence 
information  
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Section 5.0 External Sharing and Disclosure  

5.1 With which external organization(s) is the information 
shared, what information is shared, and for what purpose? 

 
 
 
 
 

   

DHS Intelligence products and reports are shared with authorized external recipients consistent 
with the applicable authorities of I&A to share, and the intended recipients to receive, handle and otherwise 
use that information.  

 
 

  

   
 
 
 
 
 
 
 

 

5.2 Is the sharing of personally identifiable information outside 
the Department compatible with the original collection? If 
so, is it covered by an appropriate routine use in a SORN? 
If so, please describe. If not, please describe under what 
legal mechanism the program or system is allowed to 
share the personally identifiable information outside of 
DHS.

 
 

 will be shared in accordance with the Homeland Security Operations Center Database 
(HSOC) System of Records Notice (SORN), DHS/IAIP-001 (April 18, 2005), and available at 70 Fed. Reg. 
20156.  As it applies to I&A, specifically, the HSOC SORN will soon be overtaken by an updated privacy 
framework covering all of I&A’s information applications, including Pathfinder.  To be known as the I&A 
Enterprise Records System (ERS), the SORN for ERS was recently submitted in final draft form to the 
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Privacy Office and OMB in early 2008, and is nearing final approval for publication. The ERS SORN will 
replace the HSOC SORN as the governing system of records notice for all I&A systems and applications. The 
routine uses reflected in both SORNs contemplate the sharing of such information with intelligence and 
other agencies in furtherance of their respective national or homeland security responsibilities. In all such 
cases, the use of the products will be consistent with each receiving agency’s authorities and policies 
concerning the receipt, handling and use of that information, and especially any U.S. Person’s identifying 
information included therein, for appropriate intelligence or other authorized activities. User account 
information for Pathfinder is not shared with external organizations. 

 
 
 

5.3 How is the information shared outside the Department and 
what security measures safeguard its transmission? 

 
 

    

5.4 Privacy Impact Analysis: Given the external sharing, 
explain the privacy risks identified and describe how they 
were mitigated. 

 any 
privacy risks presented by the fact of external sharing are minimal.  

Section 6.0 Notice

6.1 Was notice provided to the individual prior to collection of 
information?

  Generally speaking  
 
 
 

 we are not in a position to address the 
notice, if any at all, that may be provided to the individual supplying the information or to whom the 
record pertains. Given the sensitivity of the sources and methods through and from which most intelligence 
information, including that which potentially identifies U.S. Persons information, is acquired, as well as the 
sensitive purposes for which that acquired information is used, it would not be appropriate to speculate 
further in this document how, if at all, notice may otherwise be provided to individuals identified in the 
system.  
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However, notice generally concerning all intended uses of information by DHS Intelligence 
systems, applications, or repositories overseen by I&A is provided in the HSOC and ERS SORNs, 
respectively, as discussed previously.  

6.2 Do individuals have the opportunity and/or right to decline 
to provide information? 

 
and therefore is seldom, if ever, in a position to provide them an opportunity to decline to provide 
information in the first instance.  

 
 

 
 
 

 

6.3 Do individuals have the right to consent to particular uses 
of the information? If so, how does the individual exercise 
the right?

The individual is not provided with a means to limit the authorized use of the information utilized 
within Pathfinder.  

  There are no other regular uses 
for this information, and any use by I&A of such information without that individual’s written consent 
must be consistent with one of I&A’s published Privacy Act routine uses, as reflected in the governing 
SORN framework. Moreover, whenever the collection, retention, or dissemination of U.S, Person 
identifying information is undertaken by I&A without the consent of that record subject, such activities also 
must comply fully with I&A Intelligence Oversight policies. Beyond the obligation to meet these 
requirements, Pathfinder does not provide any right or opportunity for individuals to consent to particular 
uses of their PII within Pathfinder.   

6.4 Privacy Impact Analysis: Describe how notice is provided 
to individuals, and how the risks associated with 
individuals being unaware of the collection are mitigated. 

Other than the general notice provided to all potential record subjects, as reflected in publication in 
the Federal Register of I&A’s governing SORN and associated privacy framework, specific notice to 
individuals whose personally identifying information is in Pathfinder is not provided. Given the nature of 
I&A’s mission and the scope of the information within Pathfinder,  
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  Therefore, it is neither practicable nor, 
 possible to provide notice to the individual that 

his personal data has been obtained.  

This may represent a risk to privacy, however the limits and requirements that I&A places upon its 
collection, retention, and dissemination of information within Pathfinder, including the implementation of 
and mandatory training on Information Handling and Intelligence Oversight guidelines required of all I&A 
personnel using the data are factors which mitigate this privacy risk considerably.    

Section 7.0 Access, Redress and Correction

7.1 What are the procedures that allow individuals to gain 
access to their information? 

Because Pathfinder contains classified and sensitive unclassified information related to intelligence, 
counter terrorism, homeland security, and law enforcement programs,  activities, and investigations, 
records within it have been exempted from requests for access or amendment by covered individuals to 
their own information within it, to the extent permitted by subsection (k) of sec. 552a of Title 5 of the 
U.S. Code. Notwithstanding applicable exemptions, DHS reviews all such requests on a case-by-case basis.  
Where such a request is made, and compliance would not appear to interfere with or adversely affect the 
national or homeland security of the United States or activities related to any investigatory material 
contained within this system, the applicable exemption may be waived at the discretion of I&A, and in 
accordance with procedures and points of contact published in the applicable SORN.  

The procedures for submitting FOIA requests for Pathfinder are available in 6 C.F.R. Part 5. 

Assistant Secretary Office of Intelligence & Analysis 
U.S. Department of Homeland Security 
Washington, D.C. 20528 
Attn:  FOIA Officer 
E-mail: FOIAOPS@DHS.GOV  

7.2 What are the procedures for correcting inaccurate or 
erroneous information? 

As noted above, erroneous information is not corrected or removed from the system.   
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7.3 How are individuals notified of the procedures for 
correcting their information?   

Formal notice of the fact that privacy identifying information may be resident on I&A applications, 
such as Pathfinder, is provided generally through the SORN applicable to I&A systems, as described 
previously in this document.  

7.4 If no formal redress is provided, what alternatives are 
available to the individual?

Informal redress is provided to an individual requester on a limited basis where compliance with a 
request would not hinder I&A or DHS operations, the supported activities of other agencies, or otherwise 
jeopardize a sensitive national or homeland security, law enforcement, or other intelligence investigation.   

7.5 Privacy Impact Analysis: Please discuss the privacy risks 
associated with the redress available to individuals and 
how those risks are mitigated. 

Given the classified nature of the underlying system and the Pathfinder application, a robust 
program to permit access, review and correction of the raw intelligence data cannot be provided.  While 
this lack of direct access and formal redress mechanisms may represent a theoretical risk to individual 
privacy, that risk is balanced against the heightened sensitivity of and potential harm that could result to the 
government activities supported, and are mitigated considerably given the inherent information system 
security protections and controls unique to classified information system within which Pathfinder resides 
and the applicable policies and mandatory procedures governing the access, collection, retention, use, and 
dissemination of the PII by I&A personnel.  

 
 
 
 
 

Section 8.0 Technical Access and Security

8.1 What procedures are in place to determine which users 
may access the system and are they documented? 
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8.2 Will Department contractors have access to the system? 

DHS employs contract analysts and other support personnel from several vendors to assist in the 
analysis of data, preparation of intelligence products, and administrative and technical management of the 
underlying system and IT application.  All authorized I&A contractors with access to Pathfinder are bound 
by governing policies, guidelines, directives, and procedures, as appropriate and otherwise applicable to 
I&A personnel.  

8.3 Describe what privacy training is provided to users either 
generally or specifically relevant to the program or 
system? 

All Pathfinder users within I&A receive information security and general privacy training at least 
annually,  Individual I&A 
professionals, including contractors, detailees, and assignees, responsible for publishing finished DHS 
intelligence products, receiving products and reporting for posting into Pathfinder, and otherwise 
authorized access to them for later use are each specifically required to attend annual training in the 
protection and safeguarding of U.S. Persons and privacy related information as part of a mandatory training 
program on the I&A Information Handling Guidelines and I&A Intelligence Oversight. 

8.4 Has Certification & Accreditation been completed for the 
system or systems supporting the program? 

Yes.  PATHFINDER is certified and accredited  

 

 
 

The Pathfinder system was awarded an Approval to Operate on March 27, 2007. 

8.5 What auditing measures and technical safeguards are in 
place to prevent misuse of data? 
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8.6 Privacy Impact Analysis: Given the sensitivity and scope of 
the information collected, as well as any information 
sharing conducted on the system, what privacy risks were 
identified and how do the security controls mitigate them? 

The security controls in place provide adequate protection of privacy, therefore, the privacy risks 
for this category are considered low. The primary privacy risks associated with the system were related to 
unauthorized access to the system and improper maintenance and dissemination of information. The 
systems access risk was mitigated by two primary countermeasures.  

 
 
 

 

The information maintained within Pathfinder is classified and sensitive, and subject to the 
information handling requirements identified in Executive Order 12333. The mitigation of improper 
distribution or maintenance of this information is accomplished by the I&A analysts’ mandatory annual 
information handling and intelligence oversight training,  

Section 9.0 Technology 

9.1 What type of project is the program or system? 

Pathfinder is an operational project which assists I&A analysts in the execution of the Analysis and 
Production phases of the intelligence cycle. 

9.2 What stage of development is the system in and what 
project development lifecycle was used? 

Pathfinder has been deployed and is in operational usage at many locations within the Intelligence 
Community. I&A is using Pathfinder version 5, so this is a mature COTS product that has gone through 
several iterations of development and revisions. Pathfinder was assessed by the I&A Information 
Technology Review Board and after that evaluation the product acquisition, accreditation and deployment 
activities were permitted to continue. 
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9.3 Does the project employ technology which may raise 
privacy concerns? If so please discuss their 
implementation.

 

 

Approval Signature Page 

Original signed and on file with the DHS Privacy Office   

John W. Kropf 
Acting Chief Privacy Officer 
Department of Homeland Security 
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